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Product is built as a modern three-tier web application
following clean architecture principles. It is built with .NET Core
backend (C#) and Angular 14 frontend. After comprehensive
analysis, the codebase shows a mixed quality profile with some
solid architectural foundations but significant technical debt

and scalability concerns.

As a recommendation, this is a "fixer-upper” not a tear-down.
With focused refactoring effort over 6-12 months, this can
become a solid, scalable Saa$S platform serving multiple

industries.



Product should be kept and improved. It is not a good

candidate to rewrite from scratch.

The codebase shows that developers understand software
architecture and have made reasonable technology choices.
The issues are primarily about technical debt, security
hardening, and multi-tenant isolation, which are all fixable
through refactoring. The domain logic, business rules, and
integrations represent significant value that would be lost in a

rewrite.

Existing Strengths

1. Solid architectural foundation (layered architecture,
dependency injection)

2. Substantial existing investment (~50K SLOC)

3. Working test suite (even if incomplete)

4. Clear business domain modeling



5. Modern technology stack (with updates needed)
6. Real-time features already implemented
7. Multi-tenant foundation exists (needs hardening)

8. Active development (recent Angular updates visible)

Why not rewrite

1. Business continuity risk - Rewrites typically take 2-3x longer
than estimated

2. Domain knowledge loss - Code contains learned business
logic

3. Cost - ~$300K-500K for complete rewrite vs ~$50K-100K for
refactoring

4. Time to market - Refactor can ship improvements
incrementally

5. Risk - Rewrites have ~60% failure rate in the industry



Grading Overview

G+

Solid architecture
undermined by
hardcoded secrets and
security vulnerabilities.

Design &
Extensibility

Well-layered
architecture with
repository pattern but
tight cloud coupling.

G+

Well-normalized schema

lacking query
optimization and tenant
filters.

Testing

D+

Tests exist but lack unit
test coverage and
mocking strategies.

A-

Excellent domain fit with
existing conversation
and analytics
infrastructure.

Infrastructure
& Deployment

Basic monitoring present
but no CI/CD, containers,

or laC.

Readability

Clean structure with
meaningful names but
minimal documentation.

Consistent RESTful
patterns but missing
versioning and rate
limiting.

Permissions &
Roles

RBAC foundation with
SSO but inconsistent
enforcement and weak
tokens.



Total Files

Total Lines of Code
Significant Lines of Code
Backend Projects
Frontend Apps

APl Endpoints

Database Tables

Service Interfaces
Repository Interfaces
Test Files

Test Coverage (est.)
Tech Debt Ratio (est.)
Cyclomatic Complexity (avg)
Code Duplication (est.)
API Controllers

Services Interfaces
Repositories Interfaces

Test Projects

Quantitative
Summary
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2,169
711,575
542,275

11

2

300 (est)
~80

61

55

~140
30-40%
25-30%
Medium-High
10-15%
25

61

55

4
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Language Total Lines Files| Avg Lines/File
CH 473,085 894 529.2
TypeScript 80,064 770 104.0
HTML 52,246 211 247.6
SCSS 32,613 188 173.5
Python 224 7 32.0
JavaScript 426 ~15 284
Test Code (C#) 24,650 ~140 176
Test Code

(Robot) 3,766 30 125.5
Total 667,074 2100 177.0
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Product is built as a modern three-tier web application

following clean architecture principles.

Backend

The backend is a .NET Core 8 solution organized into 11 distinct
projects that enforce strict separation of concerns, including:

e ProductOneApp.API serves as the presentation layer with
25 RESTful controllers inheriting from a common
BaseController

e ProductOneApp.Business contains 61 service interfaces
and their implementations handling all business logic

e ProductOneApp.Repository implements the Repository
and Unit of Work patterns with 55 repository interfaces for
data access

e ProductOneApp.Entity defines the domain model with
approximately 80 EF Core entities mapped to a

PostgreSQL database



The architecture follows dependency injection throughout, with
services registered in Program.cs and injected via constructor

injection.

Database context is managed through AppDbContext with
explicit model builders for each entity, and the application uses
AutoMapper for object-to-object mapping between entities

and DTOs.

Authentication is handled via JWT tokens with optional Azure
AD SSO integration, while file storage is abstracted through an

IMedstackBlobService interface pointing to Azure Blob Storage.

The multi-tenant design uses OrganizationID as a
discriminator, though enforcement of tenant isolation appears

inconsistent and would benefit from global query filters.

Erontend
The frontend consists of two separate Angular 14 Progressive

Web Applications: ProductOneAppPWA for end-users and
ProductOneAppAdmin for administrative functions and

configuration management. Both applications use Angular



Material for Ul components, Bootstrap 5 for layout, TypeScript

for type safety, and RxJS for reactive programming patterns.

The applications communicate with the backend exclusively
through HTTP services that consume the RESTful API, with
real-time features enabled via SignalR WebSocket connections

for push notifications (particularly for the PulseCheck feature).

The codebase includes TypeScript, HTML templates, and SCSS
for styling, indicating a substantial and mature frontend

implementation with component-based architecture.

Testing
Testing is handled through 4 test projects totaling ~24,650 lines

of code using xUnit for unit/integration tests and Robot

Framework for end-to-end GUI automation.

Infrastructure
The deployment architecture targets Azure with Application

Insights for telemetry, Azure Blob Storage for files, and
environment-specific JSON configurations for DEV, QA, UAT,

and Production environments.



Multi-Tena
Readiness

The Product application has a foundational but incomplete

multi-tenant architecture that is not production-ready for true

multi-client deployment in its current state.

The codebase demonstrates awareness of multi-tenancy
through the presence of an Organization entity with
hierarchical support (ParentOrganizationID) and the inclusion
of OrganizationlD foreign keys in 9 core entities. The database
schema shows that developers intended to support multiple
organizations, with each organization having its own
configuration capabilities like CustomlLabelFileName for

white-labeling and LogoName for branding.

However, this implementation represents only about 40-50% of
what's needed for secure, scalable multi-tenancy. The critical

flaw is that OrganizationID is not consistently propagated



across all entities - many entities like BehaviorCategory,
VitalBehavior, JobAid, Role, Permission, and several
PulseCheck-related tables appear to be shared across all
tenants without clear isolation. More concerning, there's no
evidence of global query filters in the Entity Framework
configuration that would automatically enforce tenant isolation
at the data access layer, meaning developers must manually
remember to filter by OrganizationID in every single query

which is a recipe for data leakage bugs.

The three biggest barriers to multi-tenant readiness are:

1. Lack of automatic tenant isolation - The application has
no tenant context service or middleware that captures
and enforces the current user's organization throughout
the request pipeline. The AuthorizationService
(AuthorizationService.cs:14-43) shows permission checking
but doesn't demonstrate tenant-aware authorization
where User A from Organization X cannot access data
from Organization Y even if they have the correct role
permissions. Entity Framework's AppDbContext lacks
HasQueryFilter() configurations that would automatically
append WHERE OrganizationID = @CurrentTenantId to

all queries, meaning a single missing .Where(x =>



x.0rganizationID == orgld) clause in any of the 55
repositories could expose cross-tenant data.

2. Shared reference data architecture - Many lookup
tables and configuration entities appear to be global
rather than tenant-scoped, creating ambiguity about
whether behaviors, roles, and pulse check definitions are
shared across all clients or should be tenant-specific. This
is evident in entities like BehaviorCategory, VitalBehavior,
and Role which lack OrganizationID fields, suggesting
they're shared pools, but the business requirements might
actually need per-tenant customization.

3. Security configuration vulnerabilities - The CORS policy
is set to AllowAnyOrigin() (Program.cs:200), the JWT
secret key is weak and hardcoded, and most critically,
there's a single database connection string for all
organizations with no row-level security, database
schemas per tenant, or connection pooling strategy. The
authentication system doesn't bind the JWT token to a
specific organization or validate that the authenticated

user can only access their organization’'s data.

To make this application truly multi-tenant ready would require

3-4 weeks of focused architectural work



. Implement a tenant context service that extracts
OrganizationlD from the authenticated user's claims and
makes it available throughout the request pipeline, then
add global query filters to all entities that should be

tenant-isolated using EF Core's
modelBuilder.Entity<T>().HasQueryFilter(e =>

.OrganizationID == currentTenantId) pattern.

. Conduct a comprehensive audit of all 80+ entities to
determine which should be tenant-scoped versus truly
global, adding OrganizationID columns where missing and

creating migration scripts.

. Implement tenant validation middleware that runs before
authorization, ensuring every API request is tagged with @
valid tenant context and that users cannot manipulate
headers or tokens to access other tenants’ data.

. Add comprehensive integration tests specifically for
multi-tenant scenarios, including tests that verify User A
cannot access User B's data when they're in different
organizations, and that all dashboard queries, reports,

and exports are properly filtered.



The current state is high risk for production deployment with
multiple paying customers. While it might work for a single
organization with multiple projects, deploying it as-is to
multiple independent clients would almost certainly result in

data leakage incidents.

The good news is the foundation exists and the refactoring is
surgical rather than architectural - this is fixable without a

rewrite, but it must be fixed before onboarding a second client.



Industry
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Product demonstrates strong potential for cross-industry

adaptation with minimal architectural changes required. While
the current implementation uses healthcare-adjacent
terminology ("Allies,” "Patient Dashboard,” "Vital Behaviors"),

the underlying data model is domain-agnostic.

The core architecture is essentially a behavioral coaching and
performance management platform that could apply to any
industry requiring employee development, habit formation,
performance tracking, and manager-subordinate feedback
loops. The naming conventions, while healthcare-flavored,
don't reflect actual healthcare-specific business logic - there
are no HIPAA compliance features, medical record integrations,
clinical workflows, or healthcare-specific regulations baked into

the codebase.



The "Patient Dashboard"” is really just a personal performance
dashboard, "Vital Behaviors" are key performance indicators
or competencies, and "Pulse Checks" are simply periodic
feedback surveys - all concepts that translate directly to retail,
manufacturing, financial services, hospitality, or any

people-centric industry.

Key Adaptabhility Strengths

e White-labeling infrastructure already exists via the
Organization entity's CustomLabelFileName and
LogoName fields (Organization.cs:127-128), indicating the
platform was designed with customization in mind

e Flexible behavior tracking through BehaviorCategory,
VitalBehavior, and BehaviorSkillinfo entities that aren't
hardcoded to healthcare use cases

e Generic project/portfolio structure that could represent
sales territories, store locations, manufacturing plants, or
business units

e Configurable dashboard framework with separate Leader,
Team, and individual dashboards applicable to any

organizational hierarchy



e |Industry-neutral communication infrastructure with
messaging, notifications, and real-time updates via
SignalR

e Role-based permissions system that can model any

organizational access control needs

Adaptation Requirements (1-2 months effort)

1. Terminology abstraction layer (1 week) - Move all
user-facing labels to the CustomLabelFileName JSON
skinning system or database-driven configuration,
allowing "Noun" to become "Employee,” "Associate,”
"Team Member," or industry-specific terms

2. Industry-specific modules (2-4 weeks) - Add pluggable
feature modules for industry-specific needs (e.g., retail:
shift scheduling and POS integration; manufacturing:
safety compliance tracking; financial services: requlatory
training completion)

3. Vertical-specific analytics (1-2 weeks) - Create industry
dashboard templates while maintaining the underlying
generic data model

4. Compliance frameworks (varies by industry) - Add audit

trails, data retention policies, and industry-specific



compliance features (SOX for finance, FDA for pharma,

etc.)

Best-Fit Target Industries

Retail/Hospitality: Store performance coaching, customer
service behavior tracking, shift management (already has
ShiftDetails/ShiftHighlights entities)

Manufacturing: Lean/Six Sigma behavior adoption, safety
habit formation, continuous improvement tracking
Financial Services: Sales coaching, compliance behavior
tracking, client relationship management

Call Centers/BPO: Agent performance coaching, quality
assurance feedback, skill development

Professional Services: Consultant development, project

delivery excellence, billable hour optimization



Evaluation / /A

Product was graded on nine different dimensions. What follows

is a list of the strengths and weaknesses in each area.

—_)

. Coding Practices: C+

2. Testing: D+

3. Readability: B-

4. Design & Extensibility: B-

5. GenAl Potential: A-

6. API Design: B-

7. Database Design: C+

8. Infrastructure & Deployment: C

9. Permissions & Role Management: B-



Coding Practices: G+

Strengths

Follows layered architecture (APl — Business —
Repository — Entity)

Consistent use of dependency injection
Interface-based design for services and repositories
Use of DTOs for data transfer

Some error handling with try-catch blocks

Serilog for structured logging

Weaknesses

CRITICAL SECURITY ISSUE: Hardcoded credentials in
appsettings.json:
o Database connection string with password

o Azure blob SAS tokens (line 83)

©)

Twilio credentials (lines 89-91)
o Azure AD client secrets (line 101)

Weak JWT secret key (line 13)

©)

©)

Swagger default credentials (lines 18-19)



Empty XML documentation comments throughout
(Organization.cs:13-39)

Inconsistent naming (OrganizationID vs Organizationld)
CORS configured to allow any origin (Program.cs:200)
Some commented-out code left in production
(OrganizationService.cs:241-305)

No input validation attributes in many DTOs

Large service methods (OrganizationService.cs has 300+

line methods)



Testing: D+

Strengths
e 4 dedicated test projects exist

e Robot Framework for E2E testing

~24 650 lines of test code

Weaknesses

Test code is almost equal to production code (24,650 vs
25,952 C#), suggesting possible test inefficiency

No visible unit test coverage metrics

Tests appear to be primarily integration/E2E tests

No evidence of mocking frameworks

No test coverage reports found

Limited evidence of TDD practices

Estimated Coverage: 30-40% (integration tests only)



Readability: B-

Strengths
e Clear project structure and folder organization

e Consistent file naming conventions
e Meaningful class and method names

e Separation of concerns across layers

Weaknesses
e Minimal meaningful code comments

e Empty XML documentation blocks

Long methods that could be refactored

e Some magic strings instead of constants
e Mixed language (some comments might be missing

context)



Design &
Extensibility: B-

Strengths
e Clean architecture with proper layering

e Repository pattern implementation

Unit of Work pattern (IUnitOfWork)

e Service layer abstraction

e SignalR for real-time features

AutoMapper for object mapping

e Good separation between User and Admin applications

Weaknesses
e Tight coupling to specific storage (Medstack Blob, Azure

specific)
e No plugin architecture
e Limited use of design patterns beyond repository
e Service classes becoming "god objects”
e No clear domain-driven design (DDD) patterns

e Enumerations instead of polymorphism in some cases



GenAl Potential: A-

Strengths
e - Excellent fit for Al enhancement:

e Behavioral coaching context (Vital Behaviors, Pulse
Checks)

e Message/conversation system already in place

e Dashboard and analytics infrastructure

e User engagement tracking

e Content creation opportunities (Job Aids, messages)

Potential Al Features
e Al-powered coaching suggestions

e Automated pulse check analysis and insights
e Predictive analytics for behavior change

e Personalized content generation

e Sentiment analysis on feedback

e Chatbot for customer support

e Automated report generation

e Pattern recognition in user behaviors



Implementation Path
e Add OpenAl/Azure OpenAl integration

e Create Al service layer
e Extend messaging infrastructure
e Add ML models for predictions

e Implement RAG for knowledge base



API Design: B-

Strengths

RESTful API structure

Swagger/OpenAP| documentation

JWT authentication

Consistent use of Envelope pattern for responses
Base controller for common functionality

25 well-organized controllers

Weaknesses

No API versioning (critical for SaaS)

No rate limiting evidence

No pagination standards (inconsistent implementation)
No HATEOAS or hypermedia

Swagger protected with basic auth (not industry
standard)

Missing HT TP method diversity (too much POST?)

No clear API contract documentation

No request/response validation middleware



Database Design: G+

Strengths
e 80+ well-structured entities

e Foreign key relationships

Use of indexes (assumed from EF Core)

Normalized design

e Support for soft deletes (Status fields)

Audit fields (CreatedDate, UpdatedDate via BaseEntity)

JSON support enabled (Npgsgl dynamic JSON)

Weaknesses
e No database migration strategy visible

e No data warehousing or analytics database

e All entities in one context (potential performance issues)

e No read replicas or CQRS pattern

e Limited use of database views (only PulseCheckView
found)

e No sharding strategy for scale



e Transaction management is manual (risk of
inconsistency)
e No evidence of database performance tuning

e Missing database documentation



Infrastructure &
Deployment: G

Strengths
e Application Insights integration

e Azure Blob Storage for files

e Environment-specific configurations (DEV, QA, UAT,
Production)

e HTTPS enforcement

e Serilog file logging

Weaknesses
e No containerization (Docker/Kubernetes)

e Secrets in source control (CRITICAL)

e No Infrastructure as Code (Terraform, ARM, Bicep)
e No Cl/CD pipeline evidence

e No health check endpoints

e No distributed caching (Redis)

e No load balancing configuration



No auto-scaling strategy
No disaster recovery plan visible
No backup strategy documented

Hardcoded URLs in configuration



Permissions &
Roles: B-

Strengths
e Role-based access control (RBAC) implemented

e Permission entity and RolePermissionMapping

e AllocationRole for project-level roles

e User action tracking (UserAction, UserActionMapping)
e Authorization service with permission checks

SSO support (Azure AD/OpenID Connect)

Weaknesses
e Permission checks not enforced consistently

e No attribute-based access control (ABAC)

e Authorization logic scattered (not centralized)
e No clear documentation of permission model
e Missing permissions for multi-tenant isolation
e No audit trail for permission changes

e JWT expiration is 24 hours (too long)

e No refresh token implementation
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CRITICAL (Must fix hefore expansion)

1. Remove all hardcoded secrets @ 4-8 hours
- Move to Azure Key Vault or environment variables
- Implement secret rotation
- Remove from source control history
2. Implement proper multi-tenant isolation @ 3-4 weeks
- Add global query filters for OrganizationlD
- Implement tenant context service
- Add tenant validation middleware
- Audit all queries for tenant isolation
3. Fix CORS policy @ 2-4 hours
- Restrict to specific origins

- Implement proper CORS configuration



HIGH PRIORITY (Within 1-2 months of launch)

4. Implement API versioning @ 1 week
- Add URL-based versioning
- Create vl namespace
- Plan for v2 with breaking changes
5. Add comprehensive logging and monitoring @ 2 weeks
- Centralize exception handling
- Add distributed tracing and structured logging
- Add performance monitoring
6. Upgrade Angular to latest LTS @ 2-3 weeks
- Migrate from Angular 14 to Angular 17+
- Update all dependencies
- Fix breaking changes
7. Implement containerization @ 2 weeks
- Create Dockerfiles
- Set up Docker Compose for local dev
8. Add comprehensive input validation @ 1-2 weeks
- Add FluentValidation
- Implement validation middleware

- Add request validation attributes



IMPORTANT (Within 3-6 months)

9. Improve test coverage to 70%+ @ 4-6 weeks
- Implement mocking (Moq, NSubstitute)
- Add code coverage reports
10. Implement caching strategy @ 2 weeks
- Add Redis for distributed caching
- Implement cache-aside pattern
- Cache frequently accessed reference data
12. Add rate limiting and throttling @ 1 week
- Implement per-tenant rate limits
- Add API throttling
13. Database optimization @ 2-3 weeks
- Add missing indexes
- Add read replicas
- Consider CQRS pattern
14. Implement proper error handling @ 2 weeks
- Centralized exception handling
- User-friendly error messages
- Error logging with context
15. Add health checks @ 3-5 days
- Database health check
- External service health checks

- Liveness and readiness probes



NICE TO HAVE (6-12 months)

16. Implement CQRS pattern @ 6-8 weeks
- Separate read and write models
- Improve query performance
- Enable future event sourcing
17. Add GraphQL endpoint @ 3-4 weeks
- Implement Hot Chocolate
- Enable flexible queries
- Reduce over-fetching
18. Implement event-driven architecture @ 8-10 weeks
- Add message bus (Azure Service Bus/RabbitMQ)
- Decouple services
- Enable microservices migration
19. Add comprehensive documentation @ 3-4 weeks
- APl documentation (beyond Swagger)
- Architecture decision records
- Developer onboarding guide
- User documentation
20. Performance optimization @ 4-6 weeks
- Profile and optimize hot paths
- Implement lazy loading where appropriate
- Optimize database queries

- Add performance budgets



Phased
Approach
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Phase 1: Critical Fixes (Month 1)

- Remove hardcoded secrets
- Fix CORS policy
- Implement tenant isolation

- Add basic monitoring

Phase 2: Stahilization (Months 2-3)

- API versioning

- Upgrade Angular

- Comprehensive testing
- CI/CD pipeline

- Input validation



Phase 3: Optimization (Months 4-6)

- Caching strategy
- Database optimization, performance tuning

- Enhanced security

Phase 4: Modernization (Months 7-12)

- Consider microservices for new features
- Implement CQRS for specific bounded contexts
- Add Al/ML capabilities

- Advanced analytics

- Critical fixes: 1-2 months, $30K-50K
- Full refactoring program: 6-12 months, $80K-150K
- vs. Complete rewrite: 18-24 months, $300K-500K+

Risk assessment:

- Current state: Medium-High risk (security, multi-tenancy)
- After critical fixes: Low-Medium risk

- After full refactoring: Low risk

- Rewrite risk: High (business continuity, timeline, cost

OVerruns)



